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EcoStruxure™

4 Modicon PAC family

Positioning

M340 & PLC
22 rack &% 75 Z|CH 474
IO capacity: DI/O 1024, Al/O 256 ZQIE
X| @I E4l: Ethernet, Modbus RS485,
CANopen, AS-Interface, RTU(DNP3, IEC
60870-5-101/104)
e = TS
MC80 A& PLC GHTL I of B Wi o
- HE=2H¢ HYE pLC .
» |0 capacity: DI/O 20, Al/O 4, : E
HSC 2
X| ¥ EAl: Ethernet, Modbus
RS485, CANopen

M580 CH PLC
Remote 1/0 drop Z|CH 647H(CPUOHIA| Remote I/OZt 7{2|: 100m(Ethernet) or 16km(Fiber optic)
10 capacity: DI/O 40,000, Al/O 10,000 Z9QIE
Memory: =|CH64MB
X|- 2 EAl: Ethernet, Modbus RS485, AS-Interface, RTU(DNP3, IEC60870), OPC UA,
IEC61850(Power), Profibus
0|%3} CPU, 0|= 3%} Power supply, O|E3} 4392 X«
Safety with SIL3 approval
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2022 IDPAC M| & ZA| 2E™
2022 Q1 2022 Q2 2022 Q3 2022 Q4

Modicon Switche
Managed/Unmangaged Switch Modicon Extended

Managed Switch

6 NOC modules

Housing Color Change
- Group standard consistancy

X80 OPC UA
“_ Module(Version 2) |

Grey
M580 Cyber Certificate
IEC62443 SL2
Dual CRA for High availability @
DDO 32ch
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Modicon MC80

Cost-effective, all-in-one compact controller

Our Value Proposition

* Need for small local controller or remote control unit in
EcoStruxure Plant hybrid targeted segments.

* M340 is too big to apply for remote control unit

« Cost-effective controller for Process OEM

«  MC80 competitive entry-level controller
programmed by EcoStruxure Control Expert
engineering software

Our Solution

Technical Highlights

i Reference Description

! BMKC8020301 Controller 8 In 12 Out 4 Al
gidE BMKC8020310 Controller, 8 In, 8 Out, 2 HSC
di f BMKC8030311 Controller 8 In 12 Out 2 HSC 4 Al

*  Cost effective controller for Control Expert lovers

. Advanced Connectivity : Dual Ethernet RSTP ports, USB, CANOpen, Serial
*  Robust design (-25/ +70°C)

*  Same engineering platform as other core Modicon PAC
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Main Features of Modicon MC80

Cost-effective, all-in-one compact.centroller

High performance processor
« 100% Boolean: 16.7K inst/ms
* 65% Boolean + 35% fixed arithmetic: 12.5K inst/ms

Integrated multiple communication temperature

* Ethernet - One version: -25° C+70 c

* Modbus serial link Master/Slave T T e st S G s ~ o R S F=
Cyber Security function embedded

+ Access protection against unauthorized remote
connections via an editable control access list

Robust with extended operatlon

*  CANopen Master

Integrated 1/0O
- 8DlI, 8/12 DO, 4 Al, and/or 2 HSC

 Protection against remote programming changes viaa
password

» Enable/disable FTP service for firmware changes

Powerful EcoStruxure Control Expert
engineering software -
» Same engineering platform as other core Madicon PAC
« Easy knowledge sharing and applications migration

Embedded switch

* Dual Ethernet port
+ Native high network availability (RSTP)

7 P - S =
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Modicon Switch

H 2501 /tS!

Renew of switch range with renaming from ‘Connexium’ to |Modicon’ & color change

- Growing Ethernet architectures need more and more Our Value Proposition

infrastructure devices

« Growing Cyber Security concerns
+ Configuring and maintaining complex infrastructure devices

can be costly

* Modicon Managed switches are an easy to use
solution that addresses the needs of complex Ethernet
architectures

« Switches need to be easy to configure and maintain

——
~— Our Solution \
e Technical Highlights
. L = ) + Managed Switch up to 24 ports
| i i 8 | - Connectivity — PoE, Gigabit, USB-C
i e - 1loT — IPv6 Management, TSN support
L E \ﬁif - Increased Cyber Security — MAC based port security, Port-based access control, Automatic Denial-
-l of-Service Prevention, Different privilege levels, Configurable password policies, and more
= - Web interface — New more modern version of the switch configuration tool to work on modern
Modicon Managed browsers
Switch Offer - Configuration conversion tool — Easing the transition to the new offer
L * Unmanaged Switch up to 8 port S
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New Modicon Switch Family (in Grey6)

24
20
16
12

10

H 01 o0 00 ©

8TX 6TX/IFX- 6TX/1FX-
SM MM

5TX ATX/IEX

Standard Unmanaged

8TX *

8TX/1IFX- -8TX/1FX- 8TX/2FX-
SM MM SM * MM *

ATX/1IFX- ATX/1EX- 4TXIREX-

SM MM SM
Standard Managed

4TXI2EX-
MM

Q2 2022

Extended Managed (DRS)

Page 7
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Part Numbering Convention for Modicon Switch

MCSES M053 F 1 CUO\
Gy | v 0%

System

Ethernet .
= Port gender or fiber type
Switch g yP

U: Multimode
S: Single mode
B: Basic X: Mixed fiber
L: Lite G: Gigabit

M: Managed F: Female

U: Unmanaged

Port type
Total Qty of ports C:SC
04/05/06/08/09/10/12/16/18/24 L: LC (SFP)
3:RJ45

v

Port type Port gender Qty of
1: M12 F: female Uplinks
3: RJ45/Fiber Optic
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OPC UA module

OPC UA ‘Client’ available

ST
OPC UA client use cases: N

+ PLC-to-PLC communications

* Aggregation of data

» Connection to MES

o P
* Communications managed by Function Blocks in lx' .
Controller application (M580 CPU)

\ PLCopen’|
* Function Blocs following the PLC Open standard N

N IEC 61131-3

Cc T R L

* Access to any OPC UA server via CPU built-in Ethernet
port (any OPC UA device in the RIO architecture) or via
communication modules such as BMENUA front port
(any OPC UA device in control or SCADA network)

* Access to data from server via explicit Read/Write or via _
subscriptions (Monitored items Data aggregation

NO CONTENT ZONE




EcoStruxure Plant Data aggreg ation

Performance Advisors

AVEVA Plant SCADA EcoStruxure 3 party SCADA /
MES/ERP AVEVA System Platform  Machine SCADA Expert Maintenance station
(OPC UA Client) (OPC UA Client) (OPC UA Client) (OPC UA Client)

i -

Harmony lloT Edge Box
(OPC UA Client)

| I Secure UA server data flow J I

Modicon M580 ePAC

Redundant
UA client data flow (OPC UA Client:im CRU) BMENUAO0100
* OPC UA client Data Exchange elementary Function I UA client data flow (OPC UA server)
Block (EF) collecting data from different OPC UA Server -
(smart devices or underlying PLCs) -——'—1 1
Secure UA server data flow | . : Sle
» Data exposed as HMI variable to the OPC UA Server :;. 3
(NUA) and accessible from upperlayer OPC UA Clients L >
(e.g. SCADA) Modicon M262 3 party PLC

(OPC UA Server) (OPC UA Server)
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Dual CRA Q12022 EA|0|H

Redundant network from CPU to Remote I/O

Our Value Proposition
- Safety of people, Service continuity for critical segments

- Eliminate any risk to Health or the Environment on my site * Increase availability, no single point of failure,
- Protect my Assets from damages multi-faults tolerant and reparability to maximize
« Reduce Production shutdown due to default or maintenance uptime using standard x80 1/O
* Modernization of I/O Quantum (coaxial redundant S908)
. T ER——
~— Our Solution ~\
New redundant x80 RIO Drop adapter and PRP Network Option Module
ﬂ’_ E!l!’.u 00 Technical Highlights
5 = * Rely on a industry standard protocol ( ) for sustainable and open solution
~r e (duplicate Network & )
g ] = B « 0 ms recovery time in case of any cable break
gt i . PRP CRA head in x80 drop with redundancy-option , Standard & Harsh
& B & version
B . PRP NOY communication module in local rack

+ Extensionto
+ Native configuration in Control Expert

Confidential Property of Schneider Page 11 N O CO N T E N T ZO N E
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Modicon M580 High-availability IO network architecture

Redundant 10O network architecture
Modicon M580 Redundant controllers

PRP RedBox Switch
Hirschmann RED25

Redundant 10 Network LAN B

cra |l pp1 [ bor | ami || Ami [ DDO
1205 || 1305 | G810 | 6o || D53 || D0 || 6415
Ra |[ecra
| jiiiii I

X80 RIO Drop redundant communication adapter (CRA) — PRP
BMECRA31310(H)

Switch
Modicon or 3rd party
(no need of DRS)

NO CONTENT ZONE
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Modicon M580 High-availability IO network architecture

Redundant 10 network architecture

In-Rack Type PRP Module(BMENOY) will be launched
In 2023

aoo0e aoom

i _nmnnnmnn--
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i
M580 High Performances Ethernet module Q4 2022 = /101

Addressing increasing ethernet devices count, modernization, network segmentation and more cybersecurity

Our Value Proposition
Connect up to 6 networks on a Modicon M580 system

Increase performance for 10 scanning and messaging * Reduced cybersgcurity risk by physical network segregation
Install my full PAC system in harsh environments (+NOC) * Improved operational performance

Keep network segmentation in Quantum/Premium modernizations * Release full power of Ethernet Backplane .
Risk-free migration from existing BMENOC0301/311 + Connect more Ethernet devices for Industry 4.0 applications

Our Solution

Technical Highlights
BMENOCO0302(H) 2 Stent
Quantum/Premium up to 6 NOCs in main local rack
T=T Increased NOC as Server perf (32 msg per cycle)
Improved cybersecurity (SNMP V3, IPSEC initiator, secure boot)
Extended temperature range (H version)
Native maodernization from Quantum NOEs via UMAC
Step2
New direct PTP CPU/NOC ethernet connection (layer 2 SNAP
protocol) on backplane
Increased 10 scanning memory (16kB)
Increased explicit client perf (32 sim. connections)

Modicon M580 o

O0ooooao

HHEHH Oy
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Value proposition

Addressing increasing ethernet devices count, modernization, network segmentation and more cybersecurity

Existing offer BMENOC0301/311 New offer BMENOC0302
* Up to 3* ethernet modules only (limited network segmentation + Connecting up to 6 ethernet modules
& isolation) ol I e e e e

eNOC|leNOC|leNOC!
0301 || 0301 || 0301 r

oooooao

N

* Extended Temperature + Conformal Coating -l

« Exploiting full Ethernet backplane capabilities

e
T Qs
1

. e

Extended
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AVEVA  Scheider
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HMI/SCADA A I E g|| O

HMI AT Ee]o] 3 Mu]A D20 4|3 B

M0l HMI 2T EQ0] U Au|A 23U

201514 01 =
#LH0|H YaEe
(AVEVA)

Siemens
Rockwell Automation

General Electric

F 41%

ICONICS

1324 52100+ =

E—

Invensys= 2014

|-0||:-| CIIEH 2l

MEHOI HMI AT E 0] Y Hul2 223

HMI/SCADA - Global Market share :

50 HMI AZE910f 2 el B2} AR © 90%2 F252
UELICH. O/ BJLHOIE #L40/Cf YAE2, Siemens,

Rockwell Automation, General Electric, ICONICS> &= L|CtH

HMI &2 =2)jof 2 Ad|A A 22| 40 32 EH|Q L0 YHEE,
Siemens, Rockwell Automation, General Electric2 & A2S!5=0] A| &

HOSE J|25T Yo oS0 2912 5N A 20| 85%E

HgLUCH o 4T B2 E FEH ASES DL SEHA 2
LDE0f ERHEE HIst=s AFE SSYH 017|= BUCH

ICONICS= &t
9)Z|0F of M3 =
HEeHd2 &

| SEEs0l 2 Aol A BREE 185
£UICH 32Ut 0] BlAfl RS
= st Yaun

£1Lt0|0 YAE2Io| 4|2 2O HEeE EN s FHEHQ
Siemens2| S Hi7t Hon 2E 2 DojlA HMI 2T 20 L Mu|A A2
HESt SLch

*ARC Report(2017) -

~01 1212 7|28 HMI AZE K B2
|23 HMI AZE 0] HE A4 B2 120

=
=5T
q

21:!
omTE
0]

A
120

Wonderware InTouchE 5] 222 HMI AT Eg 0 & Mb|A 22 HEE

19Z g2 2L} InvensysS 9
AZEY N 22 U9 InduSoftz 2251 =%
200630] Citect= Q125 1l 1210} 0|35 Q&2 £5

0% 10% 20%

ZIEF=10.7%

30% 40% 50%
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Monitor & Control Portfolio

Positioning

Machine/Line SCADAO] X gt
Indusost/Machine Edition2| A§O|Z
150tag™ H A|%}(150->300->up to 60,000)
Linux OSX| &

InTouch HMI

HMA H_€ 19| SCADAMHIZEE S0
Plant Level, Single site0fl X%t
60,000 Tag O] A

O ©
L G G LILIG]

Edge & Machines / Single to Multi-node Client / Server Client / Server with
OEM Redundancy

- i . . .

Levels of Automation

Architecture
& Use Case
(]

EA.

No Automation

Product

Object”| 2t
2 2tSH Network, Multisite LevelOf =gt
100,000 Tag O &

Enterprise OMI (Operations
Management .lnterface)

Distributed system
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AVEVA Software

€ GtELAIE2 #LI0|E UM EE|oz R X3 FOj
|&l, 714 X| & 75

| ZH0ll SE Modicon PAC + AVEVA SWZ &7H X & &
EHZZRM I M3
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